NuadopmanmmuoHHas MaMATKA 1A 00yJalOUIUXcsA /1A pa3MelneHus
Ha opunuaabHbIXx THTEpHET-pecypcax

C KakJIpIM TOZIOM MOJIOJIEZKY B UHTEPHETE CTAHOBUTHCSA OOJIbIIE, a IIIKOJIBHUKU OJHU K3
caMbIX aKTHUBHBIX IT0JIb30Baresiell PyHera. Mexxay TeM, IOMHMO OTPOMHOTO KOJTUYECTBa
BO3MOXKHOCTEH, MHTEPHET HeceT W NHpoOJieMbl. JTa MaMATKA JOJKHA TIOMOYbL Tebe
0e30I1acHO HaXOAUTHCA B CETH.

KomnsroTepHble BUPYCHI

KoMIIbIOTEpHBI ~ BUpPYyC - 5TO Pa3HOBUIAHOCTb KOMIIBIOTEPHBIX IIPOTpPaMM,
OTJINYUTEILHO! OCOOEHHOCTHIO KOTOPOU SfBJAETCSA CIIOCOOHOCTh K pa3MHOXKeHUw. B
JIOTIOJTHEHVE K 3TOMY, BHUPYChI MOTYT THOBPEAHWTH WJIN IOJHOCTHIO YHUUTOXKUTH BCE
daiibl M JaHHBIE, TOJKOHTPOJIBHBIE II0JIB30BATEN0, OT WMEHU KOTOPOro ObLIa
3alylleHa 3apakéHHas IpPOrpaMMa, a TaKKe IOBPEAUTh WU JaXKe YHUUYTOXKHUTH
OIlIEpallMOHHYI0 CHUCTEMY CO BceMHu daizlaMu B IeJIOM. B GOJIBIIMHCTBE CJIydaeB
PaCIpOCTPAHSIIOTCS BUPYCHI Uepe3 UHTEPHET.

MeTo/1b1 3aIIUTHI OT BPEJOHOCHBIX ITPOTPAMM:

1. cnonp3yii coBpeMeHHbIe OIlepalluOHHBbIE CUCTEMBI, UMEIOIINEe CEPhE3HBIN YPOBEHD
3AIIUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. [TocTossHHO ycTaHaBiauBaW mauTu (MUQGPOBHIE 3aIJIATKHA, KOTOPbIE aBTOMAaTHYECKU
YCTAaHABJIUBAIOTCA C IIEJIBI0 JIOPAaOTKH IPOrpaMMbl) U JApyrHe OOHOBJIEHHS CBOEH
omeparuoHHON cucTteMbl. CKaUMBall UX TOJIBKO C O(PUITMATBHOTO calTa pa3pabOTIHMKA
OC. Ecnu cytmiecTByeT peKUM aBTOMAaTHUECKOTO OOHOBJIEHHSI, BKJTIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE IIO/ ITpaBaMM I10JIb30BATEJIA, 4 HE a/IMUHUCTPATOPA.
9TO He MO3BOJIUT 6OJIbIJ_II/IHCTBy BPE€AOHOCHBIX IIPOTPpAaMM HHCTA/JIMPOBATHCA HA TBOEM
IIEpCOHAJIBHOM KOMIIBIOTEPE;

4. Ucriosib3yii aHTUBUPYCHBIE IIPOIPAMMHEBIE IIPOIYKTHI M3BECTHBIX IIPOU3BOIUTEIIEH, C
aBTOMAaTHYeCKUM OOHOBJIEHHEM 0a3;

5. OrpaHuub GUBUYECKUH IOCTYI K KOMITBIOTEPY JIJISI IOCTOPOHHUX JIUII;

6. cnosp3yli BHeIlIHME HOCUTEIU UHGPOPMAIUY, Takhe Kak (ielika, AUCK Win (air
13 UHTEPHETA, TOJIbKO U3 IIPO¢depEeHHBIX NCTOYHUKOB;

7. He oTKpbIBail KOMIBIOTEPHBIE (aiIbI, MOJydeHHbIE U3 HEHAEKHBIX UCTOYHHUKOB.
axe Te aiyibl, KOTOpPbIE MPUCIAT TBOM 3HAKOMBIH. JIydllle yTOUHU y HETO, OTIIPABJISI
Ji1 OH Tebe ux.

Cetu WI-FI

Wi-Fi - 310 He Buj Ilepelayul JIAaHHBIX, HE TEXHOJIOTHSA, a BCEro JIUIIL OpeH/, MapKa.
Eme B 1991 roay HuzaepsaHcKass KOMIIAHUA 3apeructpupoBayia opeHy « WECA», uTo
obo3Havaso cioBocouetanue «Wireless Fidelity», koTopwIli mepeBoauTCA Kak
«becrTpoBOIHASI TOUHOCTH».

Jlo Hamero BpeMeHH JOILIAa Jipyras aOOpeBuaTypa, KOTOpas SIBJSETCS TaKOH IKe
TexHosiorueil. 9to abbpeBuarypa «Wi-Fi». Takoe HazBaHUe OBLIIO TaHO C HAMEKOM Ha



CTaHZAPT BBICHINHM 3ByKOBoM TexHWKU Hi-Fi, 4To B mepeBose 0O3HAUaeT «BbICOKAs
TOYHOCTb>.

Jla, GecruiaTHBI MHTEPHET-AOCTYI B Kade, OTeJIsIX U adPONopTaxX SABJISIETCA OTIUUHOUN
BO3MOJKHOCTBIO BBIXO/la B HHTepHeT. HO MHOIrHWe SKCIEePThl CYUTAIOT, UTO
obmenocrynabsie Wi-Fi cetn He ABIAIOTCA 6€30ITaCHBIMHU.

CoBeTbl 110 6e3011acHOCTH paboTe B 0OIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepepaBaii cBolo JuuHYH WHMopMaruio depesd obmenoctynabie Wi-Fi cerm.
Pabotas B HUX, KeJIaTeJIbHO He BBOJIUTH IAPOJIU JIOCTYIIA, JIOTUHBI U KaKHe-TO HOMepa;

2. Mcrosib3yii M1 OOHOBJISIH aHTUBUPYCHBIE IIPOTPaMMBbI U OpaHiMayep. TeM caMbIM ThI
obe3omnacuIlrb ceds OT 3aKaUKK BUPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnosnws3oBannu Wi-Fi ortkimroun ¢yHkiuio «OOmui moctyn K daiiaM Hu
nmpuHTepaM». JlaHHass QYHKIUA 3akphiTa II0 YMOJYAaHUIO, OJIHAKO HEKOTOpPhIe
II0JIb30BATEIN aKTUBUPYIOT €€ /11 yZI00CTBa HCII0/Ib30BaHUA B paboTe miu yuebe;

4. He ucnionp3yit myosmunsiii WI-FI a1 mepeziaum JIMIHBIX TaHHBIX, HAIIPUMED IS0
BBIXO/IA B COIJUAJIbHBIE CETU WJIH B 3JIEKTPOHHYIO IIOUTY;

5. Wnosp3yil TosibKO 3amuiieHHoe coenuHenue uepe3 HTTPS, a ue HTTP, T.e. ipu
Habope BebO-azsipeca BBoAU UMeHHO «https://»;

6. B wmoOwibHOM TenedoHe OTKIIOUN (PyHKIUio «Ilogxiiouenne k  Wi-Fi
aBTOMaTHuecku». He fmomyckail aBTOMaTU4eCKOro MOAKIIOUEHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOeTO cormacus.

ConuasibHbIE CEeTU

CormuanbHble CeTH aKTUBHO BXOJIST B HAIIy >KHU3Hb, MHOTHE JIIOAU Pa0bOTAIOT U KUBYT
TaM MOCTOSTHHO, a B Facebook y:ke 3aperucTpupoBaH MUJLTAAD/] YETIOBEK, UTO SBJISIETCS
OZTHOM CEeIbMOM BCeX JKUTeJieH IIaHeThl. MHOTHe I0JIb30BaTeJid He IIOHHMAIOT, YTO
nHpopManusa, pasMeleHHAas UMH B COIMAJIBHBIX CETSAX, MOMKET OBbITh HaWjeHa Hu
HCII0JTb30BaHA K€M YTOIHO, B TOM UHCJIe He 00513aTeIbHO C OJIarMMU HaMePEHUSIMU.

OCHOBHBIE COBETHI 10 OE€30IaCHOCTH B COLIMAJIbHBIX CETAX:

1. OrpaHuYyb CHHUCOK Jipy3eid. Y Tebs B Apy3bAX HE JOJDKHO OBITH CIIyYaWHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuian cBOIO YacTHYIO >kU3Hb. He ykaspiBall maposiu, TesedoHBI, aspeca, JaTy
TBOETr0 PpOXJEHUA U APYIyI0 JIMYHYy0 HHPOpMaUuio. 3JI0YMBIIUIEHHUKHA MOTYT
HCIIOJIb30BaTh Jlaske HWH(OPMAIMI0 O TOM, KaK Thl U TBOU POJHUTENU IUIAaHUPYETe
IIPOBECTU KaHUKYJIBI;

3. 3amuimnan cBOI0 PEMyTaIlHIo - IEPKU €€ B YUCTOTE U 33j/1aBail cebe BOIIPOC: XOTes Obl
TBI, UTOOBI JPYTHE II0JIb30BATEIN BUJIEJIH, UTO ThHI 3arpy:Kkaemib? [logymaii, mpexie 4eM
YTO-TO OIyOJIMKOBATh, HAIIMCATh U 3aTPY3UTh;

4. Eciu ThI TOBOPUIIIL C JIFOABMH, KOTOPBIX HE 3HAEIb, HE MCIIOJIB3YU CBOE peabHOE
UM U JPYTYIO TUYHYI0 UHQOPMAIIMU: UMsI, MECTO KUTEJILCTBA, MECTO yUeObl U ITPOYeEE;

5. N36eraii pasmetenus pororpaduii B IHTepHETE, Ie Thl N300pa*keH Ha MECTHOCTH,
II0 KOTOPOU MO?KHO OIIPEeZIeJIUTh TBOE MeCTOII0JIOKEHUE;



6. ITpu perucrpamuu B COIUATIBHON CETH HEOOXOAUMO HCITOJIb30BATh CJIOJKHBIE MTAPOJIH,
COCTOSIIHE U3 OYKB U (PP U ¢ KOJTMIECTBOM 3HAKOB HE MeHee 8;

7. 1714 conuasbHOU ceTu, MOYTHI U JIPYTHUX CAUTOB HEOOXOJUMO UCIIOJIb30BaTh Pa3HbIe
napostu. Torga ecyu TeOs B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKU MOJIYYaT JOCTYI TOJIBKO K
OJTHOMY MeCTY, a He BO BCe Cpasy.

DJIeKTPOHHBIE JIEHbI'U

ONeKTPOHHbIE JIEHBIH — 3TO OYEHb YZAOOHBIN crocob myaTexel, OHAKO CYIECTBYIOT
MOIIIEHHUKHU, KOTOPbIE XOTAT MOJIYYUTh 3TU JIEHbI'H.

AJIEKTPOHHBIE JIEHBI'M MOSBUJINCHh COBCEM HEJIABHO W MMEHHO M3-32 3TOTO BO MHOTHUX
rOCy/IapCTBaxX 0 CUX IIOP He IIPOITHMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (DYHKIIMOHHMPYIOT M O HHUX YK€ IPOIHCAHO B 3aKOHE, IJe HX
pas/iesIII0T Ha HECKOJIBKO BU/IOB - aHOHUMHbBIE M HE aHOHUMHBIE. PazHuIa B TOM, UTO
AHOHHMHBIE - 5TO Te, B KOTODBIX paspellaercs IPOBOJUTH Olepanuu 0e3
WUIeHTU(PUKAIIUKA TI0JIb30BaTE)Isl, a B HEAHOHUMHBIX HAEHTU(UKAIMU I10JIb30BaTeJIs
ABJIAETCA 00s13aTEJILHOM.

Takke cieayeT pasjinyarh 3J€KTPOHHBIE (UATHBIE JIeHbI'H (PaBHBI TOCYZapCTBEHHBIM
BJIIOTaM) U 3JIEKTPOHHBIE He(pUATHBIE JIEHbI'M (He PaBHBI TOCY/IAPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI M0 Oe30MacHON paboTe ¢ JIEKTPOHHBIMHU JIEHbraMHU:

1. [IpuBsku K cuery MOOWIBHBIN TestepoH. DTO caMbIid YAOOHBIN U OBICTPBIA CHIOCOO
BOCCTAaHOBUTH JOCTYM K cueTy. [IpuBsA3aHHbIN TesledOH NOMOXKET, ecau 3a0yAelb CBOU
IJIaTeXKHBIH [1apoJIb WK 3al/IelTb Ha CAlT ¢ HE3HAKOMOTO YCTPOUCTBA;

2. Vcnonp3yll ofHOpa3oBble naposu. [lociie mepexosa Ha YCHUJIEHHYIO aBTOPHU3AIUIO
Tebe y:xe He Oy/ieT yrpoKaTh ONACHOCTh KPayKU MJIM IepexBaTa IJIaTe;KHOTO apoJis;

3. Beibepu ciiokHBIM maposib. IIpecTynmHMKaM OyAeT He MPOCTO yTajilaTh CJIOKHBIN
naposib. Haziexxable maposii — 3TO IApOJiv, KOTOPBIE COJlep:KaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0s CTPOYHbIE U IPOMUCHBIE OYKBBI, ITU(GPHl U HECKOJIHLKO CHUMBOJIOB,
TaKMe Kak 3HaK /ioj1apa, GyHTa, BOCKJINIATeIbHBIN 3HaK U T.Il. Hanmpumep, StROng!;;

4. He BBOZIM cBOM JIMUHBIE JaHHBIE HA cAliTaX, KOTOPHIM HE JJOBEPSIEIIIb.
DJIeKTPOHHAA MOHTA

OeKTPOHHAA IIOYTa — 3TO TEXHOJIOTUA U IPeoCTaBJIsieMble €0 YCJIYTH I10 IePeChLIKe
U TIOJIyYeHUIO 3JIeKTPOHHBIX COOOIeHNN, KOTOpble pacipeieIAloTcA B KOMIIBIOTEPHOU
cetu. OOBIYHO BJIEKTPOHHBIN ITOYTOBBIA SIIUK BBITJISAUT CJIEAYIOIIUM 00pa3oM:
VMs_T10J1b30BaTesIA@UMA_joMeHa. Tak:ke KpoMe IepeZijauu IIPOCTOrO TEKCTa, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh (haliibl.

OCHOBHBIE COBETHI 110 Oe30MacHON paboTe ¢ 3JIEKTPOHHOU ITOYTOMH:

1. Hazo BIOpaTh mpaBUJIbHBIN MOUTOBBIN cepBUC. B NHTEpHETe ecTh OTPOMHBIN BBIOOD
OecIIaTHBIX MOUYTOBBIX CEPBUCOB, OJTHAKO JIydllle JIOBEPATh TeEM, KOr0 3HAellb U KTO
IIEPBBIN B PEUTHHTE;

2. He ykaspIBail B IMYHOU mouTe JUuHy0 nHopmanuo. Hampumep, gydiiie BpIOpaTh
«MY3BbIKaJIbHBIM_(haHaAT@» WJIN «POK2013» BMeCTO «TeMal3»;



3. Mcnosib3yil IByXATAITHYI0 aBTOPU3AIUI0. DTO KOT/Ia IIOMUMO HapoJis HY»KHO BBOJIUTH
KOJI, IpUChLIaeMbli 110 SMS;

4. Bpibepu cioKHBIN maposib. 111 KaXK/I0ro MOYTOBOTO fAIIMKA JOJDKEH OBITh CBOU
HA/Ie’KHBIN, YCTOMUYMBBIN K B3JIOMY HapOJib;

5. Eciu ecTh BO3MOXKHOCTh HalKcaTh caMOMY CBOM JIMUHBINA BOIIPOC, UCHOJIB3YU 3Ty
BO3MOXKHOCTb;

6. VMcnonb3yll HECKOJIBKO IOYTOBBIX SAIIMKOB. llepBBIN /11 YaCTHOU HEPENuCcCKd C
azpecaTaMu, KOTOPBIM ThI JIOBepsielllb. ITO 3JIEKTPOHHBIN ajjpec He Ha/l0 UCIO0JIb30BaTh
IIpu perucrpanuu Ha GopyMmax U caiTax;

7. He oTKkpbIiBall (aiiyibl U JIpyrue BJIOXKEHHUs B MUChbMax JlaKe e€CJIM OHU MPUIILIN OT
TBOUX JIpy3el. JIydille yTOUHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (aiiibl;

8. Ilocsie okoHuyaHHMsA pabOThI Ha IMOYTOBOM CEPBUCE IEepes 3aKPHITHEM BKJIAJKHU C
caliTtoM He 3a0y/b HAXKaTh Ha « BBIUTH ».

KubepOy UTHHT WU BUPTYAIbHOE U3/I€BATETHCTBO

KubepOyssimHT — TIpecyiejoBaHUE COOOIEHUsIMU, COAEPIKAIUMUA OCKOPOJIeHu ],
arpeccuio, 3alyTUBaHWe; XYJUTAHCTBO; COI[MATIbHOE OOMKOTHPOBAHHE C IIOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI IO 6OpPHOE ¢ KHOEPOYIIITUHTOM:

1. He Opocaticst B 6oii. JIydimuii crmoco0: MOCOBETOBATHCA KaK ceOsl BECTH W, €CJIH HET
TOT'0, K KOMY MO>KHO OOpPaTUThCS, TO BHAUaJIe YCIIOKOUTHCA. EC/TH Thl HAUHEIIh OTBEYATh
OCKOpOJIEHUSIMHU Ha OCKOPOJIEHUSI, TO TOJIBKO ellfe OOJIbIIEe PA30IKIKEITh KOHQIIUKT;

2. YipaBJisii CBOeHd KHOeppeIyTaluei;

3. AHOHUMHOCTh B CETH MHHUMAas. CYHIGCTBYIOT CIIOCOOBI BBIACHUTH, KTO CTOHT 3a
AHOHHMMHBIM aKKAaYHTOM;

4. He crouT BecTu XysIUTaHCKUN 00pa3 BUPTYaJbHOU *Ku3HU. IHTepHET DUKCUpyeT Bce
TBOM JEUCTBUS U COXPAHSAET UX. Y/IAIUTh UX OyZleT KpaiiHe 3aTPYAHUTEIHHO;

5. Cobutto/1ali CBOM BUPTYaJIbHYIO YECTh CMOJIOY;

6. UrHopupy# enuHUUHBIA HeratuB. OJIHOpa30Bble OCKOPOUTEJHHBIE COOOIEHUS
JIy4irie urHopupoBatb. OOBIUHO arpeccus MpeKpariaercs Ha HaYaIbHOU CTa U,

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMHU COOOIIEHUSAMHU, B COITMATIBHBIX
CeTsIX eCTh BO3MOXKHOCTh OJIOKUPOBKH OTIPABKU COOOIIEHUN C OIIPE/IEJIEHHBIX a/IPECOB;

8. Ecimu T1bI cBuaerenb kubepOysinHra. TBou JIeMCTBUA: BBICTYOUTH HPOTUB
IpecyieioBaresisi, IIOKAa3aTh €My, YTO €ro JeWCTBUS OIIEHUBAIOTCSA HETaTUBHO,
IIO/I/IEPKATh JKEePTBY, KOTOPOU HY>KHA IICUXO0JIOTHYeCcKas IIOMOIIb, COOOIIUTH B3POCIIBIM
0 dakTe arpeccCHBHOTO ITOBEJIEHUS B CETHU.

MoOuibHBIN TesiedOoH

CoBpeMeHHble CcMapT@OHBI U IUIAHIIETHI CcOAep:KaT B cebe BIIOJIHE B3POCIBIN
dyHKIMOHAN, ¥ Telmepb OHM MOTYT KOHKYPUPOBaTh CO CTallMOHAPHBIMU



KoMmItbloTepaMu. OHAKO, CPEICTB 3aIUTHI JIIA ITOIOOHBIX YCTPONCTB IMMOKA OUYEHb MAaJIo.
TecTrpoBaHUE U MOWCK YSI3BUMOCTEH B HUX IMPOUCXOJIUT HE TaK WHTEHCHUBHO, KaK JIJIA
ITK, To ’Ke camoe KacaeTcss 1 MOOMJIbHBIX TPUJIOKEHUH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl y:Ke IPaKTUYECKHd JIOTHAJIU HACTOJIbHBIE
aHAJIOTH, OJTHAKO pacIiiupeHre QYHKIIMOHAJIA BjedYeT 3a cO00I OOJIBIIYIO CJIOKHOCTh B
MEHBIIIYIO 3aIUIIEHHOCTD.

I[aJIeKO He BCE IIPOU3BOJAUTE/IN BBIIIYCKAIOT O6HOBJIeHI/IH, 3aKpbIBalOI[ye KPpUTUYECKHE
VA3BUMOCTH JJId CBOUX YCTpOfICTB.

OcHOBHBIE COBETHI 7151 6€30TIaCHOCTH MOOMJILHOTO TesiepoHa:

1. Huuero He sABJIfAETCA MO-HACTOSIEMY OecriaTHBIM. ByZb OCTOpOXKeH, Beb KOT/ia
Tebe mpe/IaraloT OeCIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IJIaTHbIE

yeryru;

2. Jlymaii, mpexze ueM oTrnpaButh SMS, ¢oTo mim Buzieo. Thl TOYHO 3HAEIb, T/I€ OHU
OyAyT B KOHEYHOM UTOTe?

3. HeoO6xoamMo 0OHOBJIATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHA;
4. ictiosib3y#l aHTUBUPYCHBIE IPOTPAaMMBbI JIJII MOOMJIBHBIX TeIe(OHOB;

5. He 3arpy>1<a1‘/’1 IIPUJIOKEHUA OT HEM3BECTHOI'O NCTOYHUKA, BEAb OHHU MOTYT COAEPKaTb
Bp€AOHOCHOE ITPOrpaMMHO€ 06ecnequI/Ie;

6. ITocite TOro Kak ThI BBIMJIEIIDb C CAlTa, e BBOAWI JIMUHYIO HHGOPMAIINIO, 3ala1 B
HaCTpPOMKHU Opaysepa | yjiaiu cookies;

7. HepI/IOI[I/IquKI/I HpOBepHﬁ KaKue€ IJIaTHbIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. JlaBaii cBOIl HOMep MOOWJIBHOTO TejiehOHA TOJIBKO JIIOJSIM, KOTOPBIX ThI 3HAEIIh U
KOMY JIJOBepselllb;

9. Bluetooth gomkeH OBITH BBIKJIIOUEH, KOTZJa Thl UM He IOJb3yelrbcsa. He 3a0biBaii
HWHOT/A IPOBEPATH 3TO.

Online urpser

CoBpeMeHHble OHJIAUH-UTPBI - S5TO KpPACOYHble, 3axBaThIBAIOINE pa3BJleueHus,
00BEAMHAIONIYE COTHH THICAY UeJIOBEK 0 BceMy Mupy. Irpoku ucciielyioT JaHHBIH UM
MHp, OOIIAIOTCA APYT C JIPYTOM, BBIMIOJHSIOT 33JlaHUs, CPA’KAIOTCA C MOHCTPAMU U
MOJIy4aloT ONBIT. 3a YJOBOJBCTBHE OHU IUIATAT: IIOKYMAIOT JIUCK, OIUIAYUBAIOT
aboHEMEHT WU MPUOOPeTaI0T KaKUe-TO OMITUH.

Bce sTu cpezcrBa uayT Ha IOAJep;KaHME U pa3BUTHE UIPHI, a TAKKe Ha caMmy
0e30IMacHOCTh: COBEPIIIEHCTBYIOTCSA CHCTEMBI aBTOPHU3AINHU, BBIITYCKAIOTCS HOBBIE ATYU
(mudpoBble 3aIUIATKU J1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOI[O6HBIX Urpax CTOUuT OIlaCaTbCA HE CTOJIBKO CBOUX COII€EPHHUKOB, CKOJIBKO KpaXu
TBOETro I1apo0Jid, Ha KOTOPOM OCHOBaHA CHUCTE€MA aBTOpU3allN1 OOJIBIIITHCTBA HUIrp.

OCHOBHBIE COBETHI 110 O€30ITaCHOCTH TBOETO HUI'POBOr'O aKKayHTa:



1. Eciiu ipyroit urpok BezieT ceOs IJIOX0 MU co3/1aeT Tebe HEeIIPUATHOCTH, 3a0JI0KUPYH
€r0 B CITUCKE UTPOKOB;

2. Iloxkamyiica aJMUHHCTPaTOpaM WUIPHl Ha IUIOXOe IIOBeJ€HHE 3TOr0 HIPOKa,
JKeJIaTeJIbHO MPUJIOKUTh KaKHUe-TO JI0Ka3aTeJIbCTBA B BU/le CKDUHOB;

3. He yxaspiBaii inuHy10 nuH@OpManuio B ipodaiiie urpsi;
4. YBakail Ipyrux y9acTHUKOB I10 UTPE;

5. He ycranaBimBaii Heo(pumagibHble TATYU U MOJIBI;

6. Mcnosib3yl c103KHBIE U Pa3Hble 1apoJiy;

7. Jlaxke BO BpeMs WUTPHI HE CTOUT OTK/IIOYATh aHTUBUpYC. [loka ThI Urpaelnb, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

QUIITUHT WU KpaXa JIMYHbIX TaHHbIX

OOBbIYHOU Kpasked JeHer U JOKYMEHTOB CEro/Hs y)Ke HHUKOTO He YAWBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JIOYMBIILJIEHHUKNA TEPEMEeCTIINCh B UHTEPHET, U
IIPOJIOJIXKAIOT 3AHUMATBCA «JTIOOUMBIM» JIEJIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA W (DUIITUHT, IJIaBHAS IIEJTh
KOTOPOTO COCTOWT B TOJyYeHHU KOH(PUIEHIIMAIbHBIX JAHHBIX I0JIb30BaTEIeHd —
JIOTUHOB ¥ mapoJiedi. Ha arrmniickom s3bike phishing unraercs kak ¢umuHr (ot fishing
— PBIOHASA JIOBJIA, password — MmapoJib).

OcHOBHBIE COBETHI IO OOPBOE ¢ QUIITITHTOM:

1. Crenm 3a cBOMM akKKayHTOM. Eciu ThI TOJO3peEBaellb, UYTO TBOsS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JI0KHMPOBATh €e M COODIIUTh aAMUHUCTPATOPAM pecypca
00 5TOM KaK MOXKHO CKOpEE;

2. Hcmonp3yir Oe3omacHble BeO-CAalThl, B TOM 4YHCJIE, WHTEPHET-MarasmHOB U
IIOMCKOBBIX CHCTEM,;

3. Mcnose3yii ciokHBIE B pa3Hble mapoyiu. Takum oOpas3oMm, ecyi TeOsT B3JIOMAIOT, TO
3JIOYMBIIIIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY ITPO(]IIIIO B CETH, a HE KO
BCEM;

4. Ecoiu Tebs1 B3s1OMasu, TO HEOOXOAUMO MPEYIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
Jlob0aByIeHbI Y TeOS B JIPY3bsAX, O TOM, UTO TeOs B3JIOMasd ¥, BO3MOXKHO, OT TBOETO
MMeHH OyZleT pacChLIaThCA CIIaM M CCHLIKM Ha (DUITMHTOBBIE CAUTHI;

5. YcranoBu HaziexkHBIN 1aposib (PIN) Ha MOOMIIBHBIN TeTedOH;
6. OTKJIIOUM COXpaHEHUe MMapoJisi B Opayaepe;

7. He oTkpbIBail Gaiiyibl U APYTHe BJIOKEHUS B MHChMaX JIaKe €CIM OHU IPUILIN OT
TBOUX ZIpy3el. JIydilie yTOUHU y HUX, OTIPABJISIN JIU OHU Tebe 5TH (haiisIbl.

Hudposas penyranus

[Mudposas peryranus - 3TO HETATUBHASA WU IMO3UTUBHAs MHGOpPMAIUA B CETU O Tebe.
Komnpomerupyromaa uHpopManus pasMelleHHasd B UHTEpPHETEe MOXeT Cepbe3HbIM



00pa3oM OTpa3uThCS Ha TBOEH peayibHOU KU3HU. «I[udpoBas pemyramus» - 3TO TBOU
UMUK, KOTOPBIH opMupyetcs u3 nHGopMaIuu o Tebe B UHTEPHETE.

TBoe MecTO KHTENbCTBAa, ydebObl, TBOe (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTH
XapakTepa U pPaccKasbl 0 OJIM3KUX - BCE 9TO HAKAIINBAETCS B CETH.

MHorue noAPOCTKHU JIETKOMBICJIEHHO OTHOCATCS K IMyOJTUKAIIUY JIMYHONU WHPOpMAaIuU B
HHTEepHETe, HE TIOHUMAs BO3MOXKHBIX ITOC/IEACTBUH. ThI /1aske He CMOJKEITD JIOTaIaThCs
o ToM, uTo doTorpadus, pazmMellleHHas 5 JIeT Ha3a/l, cTajla MPUYNHON OTKa3a IPUHATD
Tebs1 Ha paboTy.

KomMmenTapuu, pasmemieHne TBoux dotorpaduii u Apyrue AeUCTBUS MOTYT He
HCYE3HYTh Ja’ke II0CJIe TOTO, KaK Thl UX YAAJUIIb. Thl He 3HAEIb, KTO COXPAHUJI BTy
vH(OpMaNHIo, Momaja JU OHa B IOWCKOBBIE CHCTEMBI M COXpPAaHWIACh JIK OHA, a
[JIAaBHOE: YTO MOAYMAIOT O Tebe OKpysKalolllee JIIO/IN, KOTOpble HAWIyT U YBUAAT 3TO.
Hatitu nHpOpMAaIHI0 MHOTO JIET CITYCTS CMOXKET JII000M - KaK U3 JOOPBIX MOOYKAEHUH,
TaK ¥ ¢ HAMEPEHNEM MPUUYUHUTD BPe. ITO MOKET OBITh KTO YTOJTHO.

OcCHOBHBIE COBETHI 110 3aIUTe ITUPPOBON pemyTaliu:

1. ITomymaii, mpexie 4eM UYTO-TO IyOJIMKOBAaTh WM IepeaBaTh y cebs B Osore wiau B
COLIMAJIBHOM CETH;

2. B HacTpoiikax npouiisa ycTaHOBU OTPAaHUYEHUS Ha IPOCMOTP TBOETO PO Ui U ero
COJIEPKUMOTO0, C/leJIall ero TOJIBKO «JJI ApYy3eil»;

3. He pazmemaii 1 He ykaspiBail “H(POPMAIIHIO, KOTOPasi MOKET KOTO-JIH00 OCKOPOJIATH
I OOMZKATh.

ABTOpCKOE IpaBo

CoBpeMeHHble NIKOJBHUKM- AaKTHUBHbIE II0JIb30BaTeJu LU(PPOBOTO MPOCTPAHCTBA.
OpHako gajieko He BCe 3HAIOT, YTO MI0JIb30BaHUE MHOTUMHU BO3MOKHOCTAMU IIM(PPOBOTO
Mupa TpebyeT coOJII0IeHUs ITPAaB Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTbD.

TepMUH «UHTEJIEKTyaIbHAasA COOCTBEHHOCTh» OTHOCUTCA K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX HM300pDETEHUH U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh HAa MPOAYKTHI W YCJIYTU , U 3aKaHYMWBasA KHHUTaMu, dororpadusamu,
KMHODWIBMaMU U My3bIKaJIbHBIMU ITPOU3BEAEHUAMU.

ABTOpCKHE TIpaBa - 5TO IIpaBa Ha UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha TPOU3BEEHUS
HayKH, JIUTepaTypbl U UCKyCcCTBa. ABTOpPCKUeE IIpaBa BBICTYIAIOT B KauecTBe FapaHTUU
TOTO, YTO UHTEJUIEKTYaJIbHBIN/TBOPUECKUN TPY/, aBTOpA He Oy/ieT HAalIPACHBIM, JJACT eMY
CIIpaBeZ/IBble BO3MOKHOCTH 3apaboTaTh HA pe3yJIbTaTaX CBOEr0 TPY/a, IMOJIYYUTh
M3BECTHOCTH U ITpu3HaHue. HukTo 6e3 paspelieHus: aBTopa He MOKET BOCIIPOU3BOJUTD
€ro IIPOU3Be/IEHHE, pACIPOCTPAHATh, IIyOJHUYHO JAEMOHCTPUPOBATh, IIPO/IABATH,
MMIIOPTUPOBATh, IIyCKaTh B MPOKAT, MyOJUYHO UCHOJIHATh, MOKA3bIBATh/UCIOJIHATD B
a¢upe nu pazmeniars B IHTEpHETE.

Hcnonb3oBaHuEe «IIHPATCKOTO» IPOTPAMMHOIO 00ecCIleueHHss MOXKeT IIPHUBECTH K
MHOTHM PHCKaM: OT IIOTEPH JAHHBIX K TBOMM aKKayHTaM /0 OJIOKMPOBKU TBOETO
YCTPOUCTBA, T/le yCTAaHOBJIEHHBIA He JieTasibHas mporpaMMa. He cTouT Tak»ke 3a0bIBaTh,
YTO CYIIECTBYET JIeTAIbHbBIE U OecIIaTHbIE IIPOTPAaMMbI, KOTOPbIE MOXKHO HANTH B CETH.

O noprane



CeTeBUUYOK.p - TBOU TIJIaBHBI COBETUYUK B CeTU. 3/I€Ch Thl MOKeEIlb Yy3HAaThb O
0e30MacHOCTH B CETH IOHATHBIM U JIOCTYIIHBIM S3BIKOM, a IPHU BO3HHUKHOBEHUU
KPUTUUYECKON CUTyallud OOpaTUThCS 3a COBETOM. A TakKe IPUHATH ydacTue B
KOHKYpCaxX U CTaTh CAMBbIM IIU(PPOBBIM IPaKTaHUHOM !
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